Nnited States Senate

June 22, 2023

The Honorable Gene L. Dodaro
Comptroller General of the United States
U.S. Government Accountability Office
441 G Street, Northwest

Washington, D.C. 20548

Dear Comptroller General Dodaro,

We write to ask the Government Accountability Office (GAO) to conduct a detailed technology
assessment of the potential harms of generative artificial intelligence (Al) and how to mitigate
them. The rollout of such popular chatbots such as ChatGPT — which respond to a user’s inputs
with natural language — and Midjourney — which generates images — has focused global
attention on generative Al. Although generative Al holds the promise of many benefits, it is
already causing significant harm.! In order to draw the maximum benefits from advances in Al,
we must carefully study and understand its costs. Congress urgently requires the non-partisan,
technical expertise that GAO is well placed to deliver.

We are early in the evolution of generative Al, but it promises tangible benefits to society if
properly managed. Generative Al is already playing a role in the arts, sciences, law, business,
and engineering. The technology can be used to speed up software development, and automate a
variety of repetitive tasks.? It can accelerate scientific research,® and assist in the safe
development of technologies such as autonomous vehicles.* Its responsible use in the federal
government could improve the quality of government services for all Americans.® It is even
preserving and spreading indigenous languages that are threatened.®

At the same time, it has already become apparent that generative Al is a double-edged sword,
carrying with it a broad range of serious harms. Scammers have begun using generative Al for
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manipulative voice,’ text,® and image synthesis.® Malicious actors have created “deepfakes”™—
including fake pornographic images and videos, particularly of women, without their consent.°
Companies are deploying Al systems only to later recognize their dangers and recall them, often
after the harm is already done. An eating disorder helpline chatbot was suspended after offering
harmful advice to those struggling with recovery,*! another for generating authoritative-sounding
text on the benefits of eating glass.*> A man took his own life after interacting with a chatbot,
with his widow stating that “he would still be here” were it not for the Al.*3 A chatbot targeted at
minors has been shown to generate harmful content,** and concerns about child safety led to a
ban on one Al-powered “virtual friendship” service in Italy.'® The output from generative Al can
replicate damaging racist and sexist stereotypes.*® Large language models can also “hallucinate,”
generating false content,!” including potentially defamatory statements.8

Generative Al harms can also extend to the infrastructure used to create these models. The data
centers on which Al depends can cause significant environmental harms. The amount of
computer power put towards Al training — that is, teaching it to correctly interpret data and
learn from it —is increasing exponentially,*® with associated increases in energy consumption
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and carbon dioxide emissions.?® Accompanying these growing computing requirements are the
life-cycle impacts of chip manufacture, from mining to e-waste.?! Data center cooling can even
stress local water supplies.??

Although advanced Al is often thought to depend purely on high-tech software engineers, it
actually relies on a vast array of “ghost workers” across the world.?® These workers are vital to
the creation of large data sets used for training, providing feedback during model development to
reduce harmful outputs, and monitoring the usage of models after their opening to public use.
These workers are often employed under high pressure conditions, with low pay, and are
exposed to disturbing and traumatizing outputs.?

Researchers have also highlighted potential risks from increasingly powerful Al, including risks
that could result in widespread injury or death. For example, Al could help create chemical and
biological weapons?® or be used to launch nuclear weapons.?® Al may be used to develop new
hacking techniques, leading to vulnerabilities in core infrastructure.?” Al-powered lethal
autonomous weapons have already been developed,?® and many researchers and industry figures
have even raised the possibility of Al presenting an existential threat.?° In a recent poll, more
than one third of surveyed researchers said that Al development could lead to a “nuclear-level
catastrophe.”*°
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These current and potential future harms require urgent study. We ask GAO to assess this list of
questions about harms from generative Al and potential strategies for mitigation. This is not a
comprehensive list of possible harms, but addresses key areas identified by researchers and
advocates in a rapidly evolving landscape.

1.

10.

11.

To what extent do leading generative Al model providers generally follow key practices
for generative Al training transparency, specifically for documenting and disclosing
training data (including copyrighted and private consumer data), and model
architectures?

What are the key practices for disclosures about testing and auditing procedures of
generative Al algorithms? Do generative Al model developers follow these procedures?

What influence do commercial pressures, including the need to rapidly deploy products,
have on the time allocated to pre-deployment testing of commercial models?

How can training data sets be protected against “data poisoning” (manipulating training
data to cause harmful outputs of the trained model)?

Under what circumstances can training data, including potentially private or sensitive
data, be extracted from generative Al models, and what options can be used to address
this issue?

How can “prompt injection” or “jailbreaking” (specifically designing prompts for
generative Al models that circumvent controls placed by the developer) be used to cause
models to generate harmful output, and what options exist for combatting this?

What security measures do Al developers take to avoid their trained models being stolen
by cyber attackers?

How do generative Al models rely on human workers for the process of data labelling
and removing potentially harmful outputs? What are the impacts on these workers of
being exposed to harmful material, and how can workers be protected from these harms?

What is known about potential harms of generative Al to various vulnerable populations,
(for example, children, teens, those with mental health conditions, and those vulnerable to
scams and fraud) and how are providers monitoring and mitigating such harms?

What are the current, and potential future environmental impacts, of large-scale
generative Al deployment? This can include the impacts on energy consumption and grid
stability, as well as the generation of e-waste, associated with the large-scale data-centers
required to run Al models.

What is known about federal government agencies’ research into and implementation of
generative Al?
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12. What frameworks are federal government agencies using to guide their use of generative
Al?

13. What is known about the potential risks from increasingly powerful Al that could lead to
injury, death, or other outcomes — up to human extinction — and how can such risks be
addressed?

Given the rapid pace of development in this field, we would be happy to work with your staff to
adjust the parameters of this study as you begin your work. Should you have any questions,
please do not hesitate to contact our offices.
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