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December 21, 2023
Re:  YourLetter Dated November 30, 2023

Dear Senator Markey,

In response to your letter dated November 30, 2023, we thank you for the opportunity to
share our approach to car data. Also included in this letter is our press release dated
September 14, 2023, regarding Mozilla Foundation’s “Privacy Not Included” publication. In
this press release, we address and correct several points.

Across BMW vehicles, the customer controls iftheir data is used and Aowtheir data is
used. Generally, BMW only collects data from its vehicles if the customer voluntarily selects
options within the Data Privacy menu. Further, BMW empowers the customer to make
specific, detailed, and informed selections and entire categories relating to how their
vehicle data is collected and used.

The focus of data collection in a BMW is on providing the highest level of customer
experience using transparent privacy notices and privacy choices. In order to receive the
full functionality of the BMW telematics system to offer services and entertainment
features, the customer must first link their vehicle to their online secured BMW
ConnectedDrive account. The online account provides BMW customers with a
comprehensive privacy policy. Customers may then opt in to specific or category-based
privacy choices relating to how they would choose to have their data collected or used.
BMW does not sell customer data collected from its vehicles. Furthermore, BMW takes
comprehensive security measures designed to protect customer data that relate to the
collection, transfer, and use of customer information from the vehicles to BMW'’s systems,
including the encryption of this information. BMW also takes privacy measures, such as
deidentification, designed to ensure that internal data use further protects customer
privacy.

BMW customers control how vehicle data is collected and sent outside of their vehicle. The
option to decline sharing data with BMW is clear and the customer must affirmatively
consent to data being shared. Customers must consent to connect the vehicle with their
online account or app. This activates features which may send vehicle data to BMW’s
backend systems. Once completed, customers may enter the Data Privacy menu using
their in-vehicle dashboard and select or de-select individual functions and features.

If customers do not consent to the collection and use of vehicle data, BMW generally limits
its connected services to life saving services such as Emergency Call and Automatic Crash
Notification. However, BMW customers may even choose to completely disable all data
collection and transfer from their vehicles. In this case, the vehicle’s SIM will not connect to
the Mobile Network and no vehicle data is sent to the backend. In those cases, even the
Emergency Call and Automatic Crash Notification services will not function.

Data stored locally in the vehicle can be deleted via “Reset to Factory Settings” in the
vehicle itself. Personal data within the vehicle (i.e., recent destinations, saved stations, etc.)
is stored in each driver profile. If the vehicle is used with the “Guest” profile, personai data
is not stored or retained after the next life cycle, which entails a 15 minute duration
between the vehicle being turned off and back on again. Customers can have their data
deleted by emailing this request to our Customer Care Organization, linked on our Privacy
Policy.



When received through proper Service of Process and bound by law, we have provided
personal information collected by the vehicle to Law Enforcement. We provide this
information only in response to a subpoena, warrant, court order, or other valid legal
process. |f we are instructed by law enforcement to notify the vehicle owner when we
comply with a request, we will do so.

Thank you again for your interest in our approach to car data. We look forward to continuing
the dialogue with you.

,//_\'.
Si/cerely, f

| A

Thomas Ruemenapp
Vice President of Engineering, US

PRESS RELEASE

BMW of North America Responds to Mozilla Foundation’s “Privacy Not Included”
Survey. Woodcliff Lake, NJ - September 14, 2023

BMW of North America takes data privacy and the data security of our customers very
seriously. We provide our customers with comprehensive data privacy notices regarding
the collection of their personal information and allows vehicle drivers to make granular
choices regarding the collection and processing of their personal information. Further, we
allow our customers to delete their data whether on their apps, vehicles or online. BMW NA
does not sell our customer’s in-vehicle personal information and provides our customers
the opportunity to opt out of BMW targeted behavioral advertising on the Internet. With
that, we would also like to clarify a few of the allegations made by Mozilla Foundation in
their recent “Privacy Not Included” survey. While the story published on September 6,
2023, includes several inaccuracies, we wanted to address and correct five important
points.

1. All BMW vehicle interfaces permit consumers to opt in or out of various types of
data collection and processing that may happen on their vehicles. If they choose,
BMW customers may opt out of ALL optional data collection relating to their
vehicles at any time by visiting the BMW iDrive screen in their vehicle. In addition,
BMW drivers may, at any time, completely disable the transfer of any data from
BMW vehicles to BMW services by disabling their embedded SIM on their vehicles
via contacting BMW and completing a form. However, many customers voluntarily
enable this feature, given that eCall and SoS calls would not be possible after the
cellular connection to the vehicle is disabled.

2. BMW’s collection of data relates to BMW’s own marketing efforts, legal
compliance obligations, law enforcement issues and related items. Using
commonly available web browser controls, BMW NA customers may opt out of data
collection used to make inferences about drivers’ preferences and habits and to opt
out of receiving marketing communications at any time.

3. The report expresses concerns over BMW sharing customer data within our

“family of companies” and “with third party dealers, service providers, and business
partners.” BMW centralizes data collection and processing activities to create
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efficiencies and to better secure its systems. Additionally, BMW NA shares
personal information with authorized dealers to better service our customers, and
BMW NA customers choose which dealers they interact with. Much like any other
company in the world, BMW NA uses service providers to accomplish certain tasks.
For example, we may use an email service provider to send emails or use
advertising companies to advertise. These providers are contractually obligated to
keep confidential any information BMW provides to them. They are also not
permitted to use that information for their own purposes. Finally, we only share
personal information with business partners when our customers request that we
do so. Regarding Mozilla’s comment that states: “we can't quite tell if they share (or
sell) all that data with other third parties for their advertising purposes as well,” - we
would like to confirm that BMW NA’s privacy policy explicitly states that BMW NA
does not sell its customers personal information, such as their names, addresses,
driving habits, Vehicle ldentification Numbers, or other information that is tied to
the customers or their vehicles. Additionally, BMW NA engages in online behavioral
advertising solely for its own products or services (that is, to sell its vehicles to
consumers). We do not sell this online information for use by other third-party
companies for their own marketing purposes.

4. Contrary to Mozilla’s report, BMW NA provides multiple avenues for every
customer to completely delete their data. First, customers’ may exercise their
privacy rights using an online portal (whether for access, correction, or deletion).
Second, BMW NA customers may delete their data from their vehicles using
available features on iDrive. Third, BMW NA customers may delete the information
relating to their My BMW app using the delete functionality near the privacy and
terms portion of the app. Furthermore, BMW NA voluntarily complies with every
individual’s privacy requests in the US regardless of the customer residing in a
state where consumer privacy laws allow for such rights (whether relating to
access, correction, deletion, or opting out of sale with respect to online behavioral
advertising) exist.

5. With regard to Mozilla’s warning to drivers that “you might not want your
insurance company to know about your lead foot.... except, there's a pretty high
likelihood they already do,” BMW NA operates a permission and consent based
CarData program that is available to each customer on their My Garage feature
within BMWusa.com. Each BMW customer can specifically select any business
partner with whom they would like to share data from their vehicles, and can revoke
these permissions at any time. BMW NA does not share customer’s personal
information with insurance companies without consent. Insurance carriers have
been operating telematics-based insurance programs for over a decade. If BMW
customers wish to share their telematics information with their insurance carriers,
then that is solely based on their choice. BMW merely ensures that any such
sharing of data is done in an informed, controlied, consented, and secure manner.
Furthermore, BMW customers may choose to share data relating to their driving
behavior with their insurance carriers (without using any BMW vehicle system or
the BMW back end) simply by using their insurance carrier’s mobile app or OBD2
hardware connected insurance programs.

E##
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VIA ELECTRONIC TRANSMISSION

The Honorable Edward J. Markey
United States Senate

255 Dirksen Senate Office Building,
Washington, DC 20510

December 21, 2023

Dear Senator Markey:

Thank you for your recent letter inquiring into Ford’s privacy practices related to
personal information generated by connected vehicles (“‘connected vehicle data™). We welcome
the opportunity to share details of Ford’s privacy practices. Ford is committed to being a trusted
steward of the personal information our customers choose to share with us. For example, Ford
helped lead the development of the automotive industry’s Consumer Privacy Protection
Principles and has committed to adhering to them since their original adoption in 2014.

Customer Benefits of Connected Vehicle Data. While details about vehicle
connectivity vary by model, model year, and trim level, Ford and Lincoln vehicles in North
America generally have been equipped with cellular connectivity technology since the end of
2019. Connected vehicle data may include vehicle data (e.g., odometer, oil level, diagnostic
trouble codes), driving behavior data (e.g., speed, braking), location data (e.g., precise GPS
data), microphone, LiDAR, and internal and external cameras.

We use connected vehicle data to make our vehicles more enjoyable to drive and own,
including by providing and improving services that are requested by our customers. For example,
connected vehicle data is used to provide navigation services, vehicle health alerts and reports,
connected radio, and connected weather. In electric vehicles (EVs), connected vehicle data may
also power EV smart charging features and services, such as finding locations of nearby Blue
Oval electric-vehicle charging stations, paying for charging, and EV charge programming.

We also use connected vehicle data to improve vehicle quality, make our vehicles safer,
and minimize environmental impact. For example, we use connected vehicle data to develop and
improve vehicle features such as autonomous vehicle technology, and to more quickly identify
and remedy potential vehicle performance issues. Connected vehicle data may also be used in
recall-related investigations. As the National Highway Traffic Safety Administration recently
concluded in a June 2023 letter to automakers, connected vehicle data can be “an important

801 Pennsylvania Avenue NW
Suite 400
Washington, DC 20004
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source of information for safety oversight and field performance monitoring by the authorities
and vehicle manufacturers.”!

Customer Notice. We provide notice to our customers about our connected vehicle
privacy practices in our Ford Connected Vehicle Privacy Notice, which supplements the Ford
U.S. Privacy Notice, and specifically governs personal information originating from Ford or
Lincoln vehicles that are purchased or leased by individual consumers for personal use in the
United States.> Some customers may also choose to download the FordPass and LincolnWay
apps and associate their vehicle with their FordPass or LincolnWay accounts so that, for
example, they can use the app to “Find My Vehicle” or enable other connected services. These
customers can learn more about Ford’s relevant privacy practices by reviewing The FordPass
Terms and Privacy Policy® and The Lincoln Way Terms and Privacy Policy.*

Consent and Consumer Rights. Ford provides our customers with a choice as to
whether or not they wish to share connected vehicle data with us. Using in-vehicle settings,
customers may turn vehicle connectivity off entirely (resulting in a disconnection from the
cellular network) and may exercise granular settings that control sharing vehicle data, driving
data, and/or location data with Ford. Customers can continue to enjoy connected features or
services that do not rely on the data that they choose not to share. For example, customers cannot
utilize a “Find my Vehicle” feature if they choose not to enable location data sharing, but they
can still receive vehicle health alerts or any of the other services that do not require location to
function. Notably, if a customer turns off data sharing with Ford and later turns it back on, none
of the relevant connected vehicle data from when the data sharing was turned off will be
offboarded from the vehicle if or when data sharing is resumed. Thus, for example, if location
data sharing is turned off on a Monday, location data from Tuesday through Thursday will not be
offboarded from the vehicle if location data sharing is turned back on that Friday.

Ford complies with all applicable state privacy laws regarding consumer rights, including
processing requests by authorized agents in accord with applicable state laws. Earlier this year,
Ford also began processing any request we received from individual customers across the United
States to access and/or delete their connected vehicle data. We anticipate publicly announcing
this nationwide initiative in an upcoming privacy policy update.

! See article describing NHTSA letter by David Shepardson, US tells automakers not to comply with Massachusetts
vehicle data law REUTERS (June 13, 2023), available at https://www.reuters.com/business/autos-transportation/us-
tells-automakers-not-comply-with-massachusetts-vehicle-data-law-2023-06-13/. See Ford’s Connected Vehicle
Privacy Notice for more information on how Ford collects, uses and shares connected vehicle data.

2 Available at: https://www.ford.com/help/privacy/#connectedvehicleprivacynotice. The Connected Vehicle Privacy
Notice supplements Ford’s general U.S. Privacy Notice, which governs Ford’s collection, use and disclosure of all
personal information that Ford collects through its products, services and features, including websites, mobile
applications, online services, and vehicles. See https://www.ford.com/help/privacy/#USprivacypolicy.

3 Available at: https://www.ford.com/support/how-tos/fordpass/manage-my-fordpass-account/fordpass-privacy-
policy/.

4 Available at: https://www.lincoln.com/lincolnway/en_us/termsprivacy.html#two. Consumers may also review The
Ford California Consumer Privacy Act Policy and Notice at Collection, which supplements the Ford U.S. Privacy
Notice and the Connected Vehicle Privacy Notice for California residents and addresses the CCPA’s statutory
requirements.
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Cybersecurity Safeguards. While no organization can eliminate cybersecurity risk
entirely, we devote significant resources to a multi-layered cybersecurity program that is
reasonably designed to protect against, and mitigate the effects of, among other things,
cybersecurity incidents where unauthorized parties attempt to access connected vehicle data.

Ford’s cybersecurity program leverages both internal and external techniques and
expertise. Internally, among other things, we perform penetration tests, internal tests/code
reviews, and simulations using ethical hackers (commonly referred to as a “Red Team”) to assess
vulnerabilities in our information systems and evaluate our cyber defense capabilities. We also
perform phishing and social engineering simulations with, and provide cybersecurity training for,
personnel with access to connected vehicle data (and other Ford assets). On a monthly basis, we
disseminate security awareness newsletters to employees to highlight emerging or urgent
cybersecurity threats and best practices.

Externally, we invest in enhancing our cybersecurity capabilities and strengthening our
partnerships with appropriate business partners, service partners, and government and law
enforcement agencies to understand the range of cybersecurity risks in the operating
environment, enhance defenses, and improve resiliency against cybersecurity threats. For
example, we monitor notifications from the U.S. Computer Emergency Readiness Team
(“CERT”) and various Information Sharing and Analysis Centers (each an “ISAC”); review
customer, media, and third-party cybersecurity reports; and offer bounties to responsible third
parties who notify us of vulnerabilities they are able to detect in our cyber defenses (commonly
referred to as a “Bug Bounty™).

Our capabilities, processes, and other security measures include:

e Security Information and Event Management (“SIEM”) software, which provides a threat
detection, compliance, and security incident management system;

¢ Endpoint Detection and Response (“EDR”) software, which monitors for malicious
activities on external-facing endpoints (e.g., Windows workstations, servers, MAC
clients, and Linux endpoints);

¢ Cloud monitoring, running on primary public and private cloud environments; and

e Disaster recovery and incident response plans.

Ford has not suffered a data breach involving connected vehicle data.

De-identification and Data Minimization. In addition to the safeguards described
above, we also implement strict controls on who may access connected vehicle data, and only
retain it for as long as it is necessary for legitimate business purposes. Importantly, Ford seeks to
optimize, not maximize, connected vehicle data for the benefit of our customers. We seek ways
in which we may be able to protect customer privacy through the use of privacy-enhancing
technologies such as deidentification. We also continue to look for ways to further minimize the
data we collect and retain because we know that sometimes the best way to protect connected
vehicle data is to never collect it in the first place. Below are two examples of how we employ
privacy-enhancing technologies and data-minimization practices.
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Phone data. When a consumer in an equipped Ford or Lincoln vehicle chooses to connect
their phone to the vehicle, Ford does not collect any data from the phone other than a device
identifier in a hashed (i.e., unidentified) format so that we can understand, on an aggregated
basis, how many customers choose to connect their phone to the vehicle.

Thus, for example, Ford does not collect, or otherwise have access to, personal
information in connection with a customer’s use of third-party phone-based platforms and apps,
such as Apple CarPlay, Android Auto, or any other web-based entertainment services (e.g.,
Spotify) that customers may use in equipped Ford or Lincoln vehicles.

Customers may sometimes choose to transfer certain phone data to the vehicle to support
desired features, such as downloading their phone contacts to simplify the dialing process when
using Bluetooth to make hands-free phone calls. These phone contacts remain on-board the
vehicle. If a customer chooses to use the voice assistant feature in equipped vehicles, and agrees
to download their contacts, those contact names (but not phone numbers) may be provided
directly to Ford’s voice recognition service provider to improve the voice assistant’s ability to
recognize and respond to contact-related voice commands (e.g., “Call Jeanine”). Ford does not
have access to this data.

Additionally, customers who connect their phones to an equipped Ford or Lincoln vehicle
may choose to enable the 911 Assist feature, which allows a call to be made from the consumer’s
phone directly to the local emergency services provider (known as a public safety answering
point, or PSAP) after certain triggering events like an airbag deployment or other indications of a
vehicle crash. As part of that call, the phone may provide its location, carrier, and callback
number to the PSAP for use in responding to the emergency and assisting the customer. The
callback number is provided so the PSAP can attempt to call the customer back if the initial call
is interrupted. During this call, the PSAP is given the option to request vehicle location. The data
provided to the PSAP, including vehicle location, is not shared with Ford.

Camera Data. Certain Ford and Lincoln vehicles are equipped with external front, rear,
and side cameras that support vehicle and safety features, such as crash avoidance, lane assist,
and parking assist features. Other than the one exception described below, no images or videos
from these external-facing cameras are off-boarded from the vehicle to Ford.

In certain equipped vehicles with a new trailer hitch assistance feature, cropped images
from the external rear-facing vehicle camera are collected during trailering events. These images
are cropped to focus solely on the vehicle’s trailer hitch area and exclude or remove any license
plate or other information before being offboarded to Ford for internal use in improving Ford’s
trailering features.

Additionally, Ford and Lincoln vehicles equipped with BlueCruise — Ford’s hands-free
highway driving technology — include an internal camera focused on the driver’s eyes and face.
This camera is used to estimate driver attentiveness because BlueCruise will not allow the
system to function unless it determines the driver is attentive to road conditions while driving
hands-free. This camera is only active while the driver chooses to use BlueCruise. No images or
videos are offboarded from this in-vehicle camera to Ford.
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Data Sharing. Finally, Ford generally may share connected vehicle data with 1) dealers
or independent repair companies for repair purposes; 2) service providers; or 3) third parties
when it is at the direction of our customers. For example, some customers authorize Ford to
share connected vehicle data with their insurance company so that they can enjoy discounted
insurance premiums. Ford may also share connected vehicle data with law enforcement in
response to valid legal process or in the case of exigent circumstances. For example, Ford
recently aided the FBI and New York law enforcement to locate a suspect in the kidnapping of a
9-year girl who was abducted while bike riding near her family’s campsite. The search area had
encompassed over 46 miles and involved 400 personnel from law enforcement, fire departments,
and private search and rescue groups. Ford was able to provide the vehicle’s location, which
resulted in the arrest of the 46-year-old suspect and the safe return of the child, who was found in
good health, to her family. As another example, Ford also aided law enforcement in locating a
missing person who was believed to be at risk of self-harm (i.e., the individual had a known
history of depression, had recently lost his job, and had left what was understood to be a suicide
note for his son), allowing police to establish contact with the missing individual and escort him
to a psychiatric hospital.

Ford does not sell connected vehicle data to data brokers. Indeed, one of Ford’s concerns
with the currently proposed REPAIR Act (H.R. 906) is that Section 3(a)(2)(B) of the bill seeks to
establish a third-party “standardized access platform™ for the apparent intent of selling connected
vehicle data to third parties for any purpose, including the third party’s own commercial
purposes. This provision would, in effect, establish a data broker with which all auto
manufacturers would be required to share connected vehicle data. We believe that such a
provision would be antithetical to most of our customers’ wishes. We view this provision to be
particularly concerning from a privacy perspective in light of the lack of a federal privacy law
that would protect our customers in states without a comprehensive privacy law.> We ask that
you join us in objecting to this bill. Ford strongly supports enacting a federal privacy law as well
as a federal law that would provide for the safe and secure right to repair for consumers.

Thank you again for your interest in this important topic. We appreciate the opportunity
to engage with you and other policymakers on these important issues.

Regards,

Christopher A. Smith
Chief Government Affairs Officer
Ford Motor Company

3> Ford also has significant cybersecurity and safety concerns related to the REPAIR Act’s requirement for auto
manufacturers to provide “open” access to connected vehicle data.



December 21, 2023

Edward J. Markey
United States Senate
255 Dirksen Senate
Office Building
Washington, DC 20510

Dear Senator Markey:

Thank you for your letter regarding consumer data privacy and the protection of personal information, both of
which are important to General Motors Company (“GM”) as we pursue our vision of a world with zero crashes, zero
emissions and zero congestion. Central to that vision is utilizing vehicle connectivity to bring safety and convenience
to our customers as we keep them in control of their connectivity, maintain transparency in our data practices, and
safeguard personal information.

GM has the ability to collect certain user data from vehicles within the GM family of brands if a customer chooses to
opt-in to connectivity and consents to the corresponding data collection, as outlined in GM’s US Connected Services
Privacy Statement. If customers choose to do this, they have access to an array of Connected Services that include
safety, convenience, and infotainment features such as OnStar Safety & Security, in-vehicle applications, navigation,
and remote vehicle access. GM is proud of its long history as a leader in providing customers with the latest in-
vehicle and connected technology, having introduced the first in-vehicle telematics system in 1996.

Safety benefits

We believe that connectivity is essential to enabling critical safety services. With OnStar Safety & Security, for
example, customers have around-the-clock access to advisors to help with roadside assistance or navigation. In a
crash, medical emergency, weather event, or other times of need, specially trained OnStar emergency advisors will
contact the appropriate 911 agency to request assistance to be sent to the location of the emergency and will stay
on the line with the customer until help arrives. GM also provides OnStar Crisis Assist Services, where advisors
provide critical information, special routing and communication facilitation to help all our customers stay in touch
with loved ones in the event of severe weather, a natural disaster or other crisis.

Infotainment and convenience

Connectivity of the vehicle also enables convenience features, such as Wi-Fi hotspot, smart navigation, and
entertainment applications via the infotainment unit. Customers with a connected vehicle can also use GM’s mobile
applications to issue remote commands to the vehicle, such as remote start in cold weather, check vehicle status for
safety and service issues, and schedule service appointments.

Diagnostics and operational information
Connectivity further enables GM to collect vehicle diagnostic and operational information about the vehicles it
manufactures. Such data is vital to GM’s ability to proactively identify potential issues within
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GM vehicles, including critical safety issues, and provide the necessary support, service, and customer outreach to
address such issues. Finally, the collection and analysis of vehicle data from today’s vehicles is a critical component
to improving the quality, safety, and security of the next generation of GM vehicles.

GM provides the following responses to the questions in your letter dated November 30, 2023. As requested, these
responses are limited to GM’s data practices related to new model vehicles offered for sale by GM dealers, which
presently includes MY23 and MY24 Buick, Cadillac, Chevrolet and GMC vehicles (“Vehicles”), except where noted
below. These responses exclude vehicle data collected from Vehicles pursuant to development or testing initiatives
as part of GM’s non-retail company car programs.

GM is responding on behalf of itself and the following subsidiaries and affiliates: General Motors Holdings LLC,
General Motors LLC, OnStar, LLC, BrightDrop LLC, General Motors Energy LLC, GM Defense LLC, General Motors
Financial Company, Inc., and OnStar Insurance, LLC. GM is not responding on behalf of Cruise LLC, as Cruise LLC
vehicles are not available to retail customers.

All references to “owner” are limited to the individual that owns or leases a Vehicle. All references to “user” are
limited to an individual that is operating a Vehicle.

GM has diligently prepared this response. Given the time period provided to respond to this inquiry, GM may
supplement this response as necessary.

1. Does your company collect user data from its vehicles, including but not limited to the actions,
behaviors, or personal information of any owner or user?

Central to GM’s approach is keeping customers in control of their connectivity, maintaining transparency in our data
practices, and safeguarding personal information.

If a customer opts in to Connected Services, then yes, GM collects vehicle data.

In a set of rare cases where safety is concerned, we also currently have the ability to collect limited data from
Vehicles whose owners have not opted-in to Connected Services to respond 1) if a user initiated an OnStar button
press and 2) for safety-related alerts in specific models.

a. Ifso, please describe how your company uses data about owners and users collected from its
vehicles. Please distinguish between data collected from users of your vehicles and data
collected from those who sign up for additional services.

Depending on vehicle hardware and software availability, GM currently uses data collected from Vehicles whose
owners have opted in to Connected Services. Here are some examples of how that data would be used:

- Tosupport the Connected Services that the owner requests to receive from GM.

- To provide functionality for GM in-vehicle applications and to understand the use of certain in-vehicle
applications.

- To provide functionality within GM mobile applications.

- Toadminister in-vehicle infotainment profiles.

- Tocommunicate with owners about their Connected Services or other available Connected Services.
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- Torespond to safety-related alerts in specific models.

- To facilitate over-the-air updates.

- Toresearch and develop new products or services; evaluate and improve products or services; and identify
and troubleshoot issues.

- Tocomply with legal or regulatory requirements; to protect its rights; and to detect, investigate, and
prevent fraud or other illegal activity.

- For purposes of participation in low carbon fuel standard programs.

- Toensure safe operation of vehicles, provide owners service-related notifications on behalf of GM and its
dealers.

- With separate consents from the owner, OnStar Insurance may provide offers of auto insurance discounts
to eligible drivers and to provide insurance quotes.

As mentioned above, in a set of rare cases where safety is concerned, we also currently have the ability to collect
limited data from Vehicles whose owners have not opted-in to Connected Services to respond 1) if a user initiated
an OnStar button press and 2) for safety-related alerts in specific models.

b. Please identify every source of data collection in your new model vehicles, including each type
of sensor, interface, or point of collection from the individual and the purpose of that data
collection.

Vehicles contain many discrete electronic control units (“ECU”) and sensors, all of which generate data in the normal
course of vehicle operation. This data can be broadly categorized as follows: (i) raw data; (ii) data generated
algorithmically from raw data; and (iii) data regarding the performance of the component itself, such as diagnostic
codes. Vehicles also contain infotainment and rear seat media systems that have the ability to collect information
from users.

A certain subset of this vehicle data (depending on vehicle model, connectivity type, and particular Connected
Services enabled on the vehicle) may be collected by GM using connectivity. For certain Vehicles, when
authenticated users of GM’s mobile applications connect their phone to their vehicle, a limited set of this vehicle
data is collected by GM through the mobile application. GM may also collect data directly from users via interactions
with OnStar Advisors.

Regarding the purpose of data collection, please see GM’s response to question 1(a).

c. Does your company collect more information than is needed to operate the vehicle and the
services to which the individual consents?

No, please see GM’s response to question 1(a), which explains how GM uses vehicle data.

d. Does your company collect information from passengers or people outside the vehicle? If so,
what information and for what purposes?

Depending on vehicle hardware and software availability, GM currently collects the following vehicle passenger
information from Vehicles:

- GM collects analytics data related to the use of certain in-vehicle applications to improve the quality,
safety, and security of our products and services and for research. GM collects this data based on utilization
of in-vehicle applications, whether initiated by users or passengers.
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- If a passenger creates an in-vehicle infotainment profile, GM collects profile name, authentication
information, vehicle setting and application preferences, and installed applications. This data is used to
create a GM account and configure a Vehicle for the passenger for next user log in.

- The existence of a passenger in a specific seat, based on whether a seat belt is engaged.

GM does not currently collect information on people outside the vehicle.

e. Does your company sell, transfer, share, or otherwise derive commercial benefit from data
collected from its vehicles to third parties? If so, how much did third parties pay your company
in 2022 for that data?

If an owner opts in to Connected Services, GM has the ability to share data collected from Vehicles with third
parties, as outlined in our US Connected Services Privacy Statement. For example, data might be shared to help
emergency responders respond more quickly and accurately, to support in-vehicle services utilized by the owner,
and where the owner directs GM to do so (such as helping owners optimize their charging patterns). For those
limited data shares where there is a commercial benefit attributable directly to the data sharing, the impact to GM’s
overall 2022 revenue was de minimis.

f. Once your company collects this user data, does it perform any categorization or
standardization procedures to group the data and make it readily accessible for third-party
use?

No.

g. Does your company use this user data, or data on the user acquired from other sources, to
create user profiles of any sort?

GM does not use vehicle data it collects, or vehicle data acquired from other sources, to create a user specific
profile or engage in user profiling except in the case of OnStar Insurance, which uses vehicle data to optimize offers
and related marketing for programs, services, and discounts for customers who opt-in to these limited marketing
offers.

h. How does your company store and transmit different types of data collected on the vehicle?
Do your company’s vehicles include a cellular connection or Wi-Fi capabilities for transmitting
data from the vehicle?

For most Vehicles, internal vehicle data transmission is handled by GM’s Vehicle Intelligence Platform, which was
designed with cybersecurity principles in mind, resulting in enhanced security controls such as vehicle network
message authentication. Depending on the specific hardware and software configurations of an ECU, data may be
stored within an ECU directly. Data is also stored in centralized locations within the vehicle as that data is being
prepared to be offboarded.

Depending on vehicle hardware and software availability, encrypted data may be transmitted from the vehicle in the
following ways:

- Using the vehicle’s embedded cellular connectivity.
- When a user connects the vehicle to an external Wi-Fi network, using Wi-Fi.
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- For certain Vehicles, when authenticated users of GM’s mobile applications connect their phone to their
vehicle, using that phone’s connectivity.

2. Does your company provide notice to vehicle owners or users of its data practices?

Yes, we are guided by transparency and keeping the customer informed. With this, GM’s US Connected Services
Privacy Statement describes how GM collects, uses, and discloses vehicle data obtained from Vehicle through the
use of Connected Services.

GM mobile applications, in-vehicle applications and rear seat media systems include supplementary privacy
statements describing the data practices for those specific applications, which expressly incorporate the US
Connected Services Privacy Statement. GM also provides California residents with GM’s California Privacy
Statement.

GM Owner’s Manuals describe that if Connected Services are enabled, data may be collected by GM in accordance
with the GM US Connected Services Privacy Statement.

GM also has embedded additional information on data practices directly within the user experience of its products
and services.

GM provides the OnStar Insurance Driver Program Terms and OnStar Insurance Privacy Statement, both of which
describe how OnStar Insurance may use vehicle data to provide offers of auto insurance discounts and to provide
insurance quotes following separate opt-in from the owner.

3. Does your company provide owners or users an opportunity to exercise consent with respect to data
collection in its vehicles?

Yes, central to GM’s approach is keeping customers in control of their connectivity, maintaining transparency in our
data practices, and safeguarding personal information. Owners must opt-in to Connected Services. In a set of rare
cases where safety is concerned, we also currently have the ability to collect limited data from Vehicles whose
owners have not opted-in to Connected Services to respond 1) if a user initiated an OnStar button press and 2) for
safety-related alerts in specific models.

a. Ifso, please describe the process by which a user is able to exercise consent with respect to
such data collection. If not, why not?

GM collects user data from Vehicles through the use of Connected Services. At the point of new vehicle sale or
lease, the owner is presented with information about Connected Services and prompted to accept or decline the US
Connected Services Privacy Statement. Owners who elect not to complete this process at the dealership or through
other GM provided channels then have 30 days to accept the US Connected Services Privacy Statement or cellular
connectivity is disabled. In order to connect a disabled vehicle, the owner must contact GM to re-activate the
vehicle by double pressing the OnStar blue button from inside the vehicle and speaking with an advisor, who will
send the consumer the US Connected Services Privacy Statement for review and acceptance as part of Connected
Services being activated.

GM also provides separate consents for specific service offerings that may collect additional vehicle data, such as
Smart Driver.
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When users use GM in-vehicle applications, they must accept the applicable privacy statement for that application.

GM Vehicles with Android-based infotainment systems also utilize Android run-time application permissions
(“Permissions”), which is a system that prevents in-vehicle applications from accessing certain vehicle data such as
vehicle location and contacts stored in the infotainment head unit (“IHU”), unless a consumer expressly grants an
application permission to access the data.

If a user connects a Vehicle to an external Wi-Fi network, the user must review and accept the US Connected
Services Privacy Statement prior to connection.

If a user creates an in-vehicle profile, the user must review and accept the US Connected Services Privacy Statement
prior to profile creation.

When a user’s phone is paired with the vehicle, the user must approve the connection before vehicle data is
collected for certain Vehicles.

b. If users are provided with an opportunity to exercise consent to your company’s services, what
percentage of users do so?

A small percentage of new vehicle owners do not opt-in to receive Connected Services.

c. Do users lose any vehicle functionality by opting out of or refusing to opt-in to data collection?
If so, does the user lose access only to features that strictly require such data collection, or
does your company disable features that could otherwise operate without that data
collection?

If an owner does not elect to receive Connected Services, vehicle features and services that require connectivity to
operate are not available, with the exception of safety-related alerts in certain vehicles.

Vehicles also include a location services setting, accessible via the IHU settings menu, that allows a user to disable
sharing of vehicle location outside the vehicle. When disabled, vehicle location information will continue to be
shared for emergency services and Super Cruise, if equipped.

If a user declines the privacy statement for a GM in-vehicle application, the application will not be accessible. If a
Permission is declined for a GM in-vehicle application, the services requiring that permission will have diminished
functionality.

4. Can all users, regardless of where they reside, request the deletion of their data? If so, please describe
the process through which a user may delete their data. If not, why not?

A user can delete personal information stored in the vehicle infotainment and telematics systems through the
infotainment system’s Settings menu.

Beyond the vehicle, GM complies with all laws and regulations that require GM to delete personal information upon
request, subject to legal requirements to maintain data. To exercise their rights, customers can go to gm.com and
scroll to the bottom of the page. Click on the link for "Your Privacy Choices & Opt-Out Rights" and complete a
Request to Delete.
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5. Does your company take steps to anonymize user data when it is used for its own purposes, shared
with service providers, or shared with non-service provider third parties? If so, please describe your
company’s process for anonymizing user data, including any contractual restrictions on re-identification
that your company imposes.

GM utilizes some or all of the following deidentification processes where applicable: One-way encryption and/or
secure hashing of unique identification numbers, removal of unique identifiers or personal information, and/or
blurring of personal information.

Additionally, where GM discloses deidentified data to third parties, it includes contractual prohibitions restricting
the recipient from re-identifying the data and requires data recipients to comply with applicable law.

6. Does your company have any privacy standards or contractual restrictions for the third-party software
it integrates into its vehicles, such as infotainment apps or operating systems? If so, please provide
them. If not, why not?

Yes, GM has policies and procedures requiring privacy and cybersecurity requirements and obligations to be
incorporated into agreements with third parties that integrate software into Vehicles.

When GM is integrating software into Vehicles, GM cybersecurity will review the specific nature of the software and
the functionality and data processing of the corresponding ECUs and then determine the appropriate standard
technical requirements to apply to that component and the third-party supplier.

Third-party developers of in-vehicle applications must agree to GM’s Developer Agreement, which contains
standard privacy and security requirements and obligations and data use restrictions.

GM is not providing confidential and proprietary third-party agreements.

7. Please describe your company’s security practices, data minimization procedures, and standards in the
storage of user data.

GM'’s cybersecurity organization is governed by an independent office led by the Chief Cybersecurity Officer,
reporting to GM’s Executive Vice President of Legal, Policy, Cybersecurity and Strategic Initiatives as well as to the
Risk and Cybersecurity Committee of the GM Board of Directors, which is responsible for overseeing the Company’s
key strategic, operational, and cybersecurity risks. Cybersecurity risk is managed across all aspects of GM and its
third-party suppliers and vendors and is integrated into the Company’s overall risk management program. Risks are
evaluated quarterly, leveraging national standards such as the NIST Cybersecurity Framework and industry best
practices developed collaboratively with organizations such as the Automotive-ISAC (Information and Sharing
Analysis Center).

To ensure appropriate company senior leadership visibility and oversight, the Cybersecurity Management Board
brings together senior executive management across the company to provide guidance and monitor overall
company cybersecurity risk. Each quarter, the Risk and Cybersecurity Committee and Cybersecurity Management
Board reviews the company’s cybersecurity maturity scorecard, cybersecurity threat and appropriate incident
information, and discusses various topics, including:

- Implementation and maturity of the company’s cybersecurity program, risk management framework,
including cybersecurity risk policies, procedures, and governance;
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- Cybersecurity and privacy risk including potential impact to the company’s employees, customers, supply
chain, joint ventures, and other stakeholders;

- Intelligence briefings on notable cyber events impacting the industry; and

- Cybersecurity budget and resource allocation, including industry benchmarking and economic modeling of
various potential cybersecurity events.

GM maintains a dedicated product cybersecurity team charged with the management of appropriate and layered
cybersecurity controls across the connected vehicle to safeguard GM customers. Leveraging global standards such
as ISO (International Standards Organization), SAE (Society of Automotive Engineers), and NHTSA (National Highway
Traffic Safety Administration) Cybersecurity Best Practices, the team performs ongoing risk assessment, vulnerability
management, and risk reduction activities. GM’s Vehicles use NIST recommended encryption standards to secure
user data and services, end-to-end, in transit, and at rest both within Vehicles and the GM back office.

GM has implemented a layered security approach to protect IT applications that process and store information
received from vehicles, including access controls, continuous access reviews, data loss prevention, and encryption at
rest and in transit.

GM follows a global privacy program framework that focuses on policies, procedures, tools, guidance, and training.
As part of GM’s program, GM conducts privacy impact assessments on information processing activities throughout
the data lifecycle.

a. Has your company suffered a leak, breach, or hack within the last ten years in which user data
was compromised?

GM has not had any material cybersecurity incidents in the last ten years.

b. If so, please detail the event(s), including the nature of your company’s system that was
exploited, the type and volume of data affected, and whether and how your company notified
its impacted users.

Not applicable.

c. Isall the personal data stored on your company’s vehicles encrypted? If not, what personal
data is left open and unprotected? What steps can consumers take to limit this open storage of
their personal information on their cars?

Yes, personal information stored on Vehicles is encrypted.
8. Has your company ever provided to law enforcement personal information collected by a vehicle?

In accordance with our terms, conditions, policies, and applicable law, GM will review each request individually to
assess the circumstances and the nature of the request before providing vehicle data to law enforcement. With a
focus on protecting customer data, GM will not produce vehicle data to law enforcement unless in response to (i) a
warrant or court order supported by a showing of probable cause, (ii) A court order issued under 18 U.S.C. Section
2703(d), (iii) exigent circumstances, or (iv) subscriber consent. This is disclosed within GM’s Privacy Statement and
further explained on a dedicated law enforcement webpage on the OnStar website.
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a. If so, please identify the number and types of requests that law enforcement agencies have
submitted and the number of times your company has complied with those requests.

GM receives various types of requests from law enforcement agencies, including those that are integral to providing
safety and security Connected Services. GM does not track law enforcement requests by whether vehicle data was
part of the request.

b. Does your company provide that information only in response to a subpoena, warrant, or court
order? If not, why not?

See above.
c. Does your company notify the vehicle owner when it complies with a request?

Not as part of GM’s standard response process. Law enforcement routinely directs GM not to notify the vehicle
owner, including through the use of sealed court orders.

And finally, GM remains supportive of ambitious, comprehensive federal privacy legislation which standardizes
consumer rights to access, delete, and correct information across the country, enhances consumer privacy
protections, and fosters US competitiveness and innovation. GM has comprehensive policies and procedures to
comply with the variety of applicable state privacy regulations. As states continue to pass and enact comprehensive
pri