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The Honorable Bob Corker The Honorable Bob Menendez
Chairman Ranking Member
State Foreign Relations Committee State Foreign Relations Committee
SD-425 SH-528
Washington, D.C. 20510 Washington, D.C. 20510

Dear Chairman Corker and Ranking Member Menendez:

I write to respectfully request that you have Facebook Chairman and Chief Executive Officer
Mark Zuckerberg testify before the Senate Foreign Relations Committee regarding recent
revelations that the company shared private user data with Chinese companies. Unfortunately,
this is yet another instance of actions by U.S. technology companies potentially impacting
American national security, and it is incumbent upon our committee to exercise oversight in this
regard. As the Ranking Member of the East Asia, the Pacific, and International Cybersecurity
Policy Subcommittee, I strongly believe that providing information to companies linked to the
Chinese Communist Party presents a potential security threat that further exacerbates the already
troubling strategic challenge China’s increasingly aggressive actions are causing for U.S. foreign
policy.

According to reporting published vesterday in The New York Times. Facebook, for nearly a
decade, has knowingly provided private user data, including relationship status. religion, and
political preferences, to four Chinese electronics companies.' Facebook has indicated that it
shared user information with Huawei and others to integrate Facebook features into consumers’
mobile devices. What is most alarming is that U.S. defense and intelligence agencies have long
identified Huawei and other Chinese companies as potential security risks.” At a February 2018
Senate Intelligence Committee hearing, Dan Coats, the director of national intelligence, said,
“Chinese cyber espionage and cyber attack capabilities will continue to support China’s national
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security and economic priorities.”™® According to media reports, U.S. officials have also
implicated the Chinese government in the theft of sensitive personal information from the Office
of Personnel Management, which affected more than 22 million people, indicating the Chinese
government’s interest in gathering data about U.S. citizens.* Although Facebook officials stated
that ““all the information from these integrations with Huawei was stored on the device, not on
Huawei’s servers,” | have serious concerns about the foreign policy implications of American
companies providing such information to Chinese companies.’

These revelations should not be viewed in a vacuum. Given China’s additional activities that
either undermine the rules-based international order or challenge U.S. interests and values, we
must view this latest development in the context of the broader foreign policy challenge. To help
call attention to these troubling trends, we recently introduced the Asia Reassurance Initiative
Act of 2018, which outlines a long-term strategic vision and a comprehensive, multi-faceted, and
principled U.S. policy for the Indo-Pacific region. The core tenets of the U.S.-backed
international system are at risk, and from our position in the United States Senate, we must send
a clear signal that U.S. companies must not empower China’s increasingly coercive behavior.

As the Committee with jurisdiction over foreign policy challenges to the United States, it is our
responsibility to promptly gather all pertinent information regarding potential national security
issue and to hold accountable any entities responsible for this episode.
I thank you for your attention to this important matter.

Sincerely,

%.
Edward J. Markey
United States Senator
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