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October 18, 2010

Mr. Mark Zuckerberg

Founder & Chief Executive Officer
Facebook

1601 S. California Avenue

Palo Alto, CA 94304

Dear Mr. Zuckerberg:

We write with respect to today’s article in the Wall Street Journal, which reported that
various third party applications gathered and transmitted personally identifiable information
about Facebook users and those users’ friends.!

According to the article, this series of privacy breaches affected “tens of millions” of
users, even those who adjusted their privacy settings to the strictest settings possible. Given the
number of current users, the rate at which that number grows worldwide, and the age range of
Facebook users, combined with the amount and the nature of information these users place in
Facebook’s trust, this series of breaches of consumer privacy is a cause for concern.

As I am sure you are aware, the Committee on Energy and Commerce is the primary
House panel responsible for oversight of consumer privacy. As I am sure you are also aware,
comprehensive privacy legislation is currently pending before the Committee. Accordingly, we
request responses to the following questions or requests in order to inform those policy
discussions.

1. How many users were impacted by the series of privacy breaches discovered by the Wall
Street Journal?

! Emily Steel & Geoffrey A. Fowlder, Facebook in Privacy Breach, WALL ST. ], Oct. 18,2010, at A1
<http://online.wsj.com/article/SB10001424052702304772804575558484075236968.html?mod=WSJ_hpp_LEFTTo
pStories>.
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10.

11.

12.

13.

14.

15.

16.

What was the specific nature of the information transmitted from the third party
application to other parties?

When did Facebook become aware of this series of privacy breaches?

Did you notify your users of this series of breaches, including the specific nature of the
information shared without their consent? If not, why not?

What terms contained in your privacy policy were violated by this series of privacy
breaches?

How many third party applications were involved in this series of privacy breaches?

What procedures do you have in place to detect and/or prevent third party applications
that may breach the terms of Facebook’s privacy policy?

Have there been similar privacy breaches by third party applications in the past? If so,
please describe the nature of those breaches. Please also describe any measures you may
have put in place following the discovery of any such breaches to guard against future
breaches and to better protect consumer privacy.

What guidelines does Facebook have in place for third party applications to protect its
users from advertent or inadvertent privacy breaches?

Please identify the officials or offices within Facebook who are responsible for ensuring
that third party applications satisfy Facebook’s terms and conditions. What is
Facebook’s procedure for reviewing third party applications to ensure they satisfy
Facebook’s terms and conditions?

Please provide copies of any agreements between Facebook and its third party application
developers.

Does Facebook receive any remuneration, financial or otherwise, as a result of the
sharing of information between third party applications and internet tracking or
advertising companies? If so, please disclose the nature and amount of the remuneration
paid to Facebook.

For each application, please provide a copy of the terms and conditions or notice that was
presented to the user before using the application. If multiple versions have been used,
please provide all versions and note their dates of use. Please also identify any specific
terms violated in this series of breaches.

Will Facebook seek the deletion of its users’ personal information from data bases of the
internet or advertising companies who received it as a result of this series of privacy
breaches? If yes, when? If not, why not?

To what extent has Facebook determined that data relating to minors 17 years of age and
under were breached?

To what extent has Facebook determined that personal financial or medical data were
breached?
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17. Please describe any policy or procedure changes Facebook plans to adopt to ensure that
users have better control over how their information is shared and with whom their
information is shared when using third party applications.

18. Please describe any changes Facebook plans to adopt in the terms and conditions or
notices presented to users before using third party applications.

Thank you in advance for your cooperation. We respectfully request a response by
Wednesday, October 27, 2010.

Sincerely,
Csnd G W\ e “’Sé’@g\erzsw
Edward J. MarkUy f’ e Barton ~
Co-Chairman ing Member

Bi-Partisan Privacy Caucus Committee on Energy and Commerce



