EDWARD J. MARKEY Suite SD-255

MASSACHUSETTS DirkseEN BUILDING
WasHingTon, DC 20510-2107

202-224-2742

COMMITTEES: E -
G nltE tﬂtEﬁ matE 975 JFK FEDERAL BUILDING
ENVIRONMENT AND PuBLic WORKS 15 New SUDBURY STREET

RANKING MEMBER: BosTon, MA 02203
December 6, 2016 Eiy. taE aksa
SurerFUND, WASTE MANAGEMENT, AND :
RecuLATORY OVERSIGHT
222 MiLLIkeN BOULEVARD, SUITE 312
ForeiGN RELATIONS FALL RIVER, MA 02721

RANKING MEMBER: ; 508-677-0623

SUBCOMMITTEE ON AFRICA
AND GLoBAL HEALTH PoLicy

1550 Main STReeT, 4TH FLOOR

SpriNGFIELD, MA 01101
COMMERCE, SCIENCE, AND TRANSPORTATION 413-785-4610

SMALL BUSINESS AND ENTREPRENEURSHIP

CHAIRMAN:
U.S. SEnATE CLMATE CHANGE CLEARINGHOUSE

Paul Ricci

Chairman, Chief Executive Officer of Nuance
1 Wayside Road

Burlington, MA 01803

Dear Mr. Ricci,

[ write to inquire about the privacy and security of children’s voice recordings collected by
Genesis Toys’ dolls. Genesis Toys makes My Friend Cayla and the i-Que Intelligent Robot,
which collect children’s voice recordings and use Nuance’s speech-recognition software and data
centers to answer questions posed by kids. According to recent reports, Nuance may be storing
children’s voice recordings and information without providing sufficient notice to parents. This
sensitive information could provide intimate details about the child user, and could be used to
send unwanted and intrusive advertisements to kids.'

Given the sensitive nature of children’s recorded speech, I believe that Genesis Toys and Nuance
must take responsible steps to protect children’s privacy and comply with the Children's Online
Privacy Protection Act (COPPA). Congress passed COPPA to protect children’s privacy by
providing parents with tools to control the information collected online about their children.
Among many requirements, COPPA requires these operators to notify parents and obtain consent
from them before collecting personal information from children, as well as take reasonable steps
to protect the confidentiality and security of personal information collected about children.

As the House author of COPPA, I respectfully request that you answer the following questions:

1. What information do My Friend Cayla and i-Que Intelligent Robot collect about children
12 years old and younger?

a. For each type of information collected (e.g. children’s voice recordings), does
Nuance store this information? If so, for how long and for what purpose?

b. For each type of information collected, is the information required to make the
toys function? If yes, please explain how. If no, why is the information still

! Bray, Hiawatha. "Two Children’s Toys Raise Privacy Alarms." The Boston Globe. N.p., 6 Dec. 2016. Web. 6 Dec.
2016. <http://edition.pagesuite.com/popovers/article_popover.aspx?guid=4f2df7¢9-4bea-403¢-9299-
ca96b5096fad>.



being collected?

2. Does Nuance collect information about children from other sources (e.g., social media)?
If yes, please provide such sources and information collected. If yes, how is that
information used in tandem with the information collected from the My Friend Cayla and
the i-Que Intelligent Robot?

3. Does Nuance notify parents about what information the toys collect about their children
and how that information will be used? If yes, how? If no, why not?

4. Please describe how Nuance protects the personally identifiable information of children
12 years old or younger from cyberattacks, theft, or any other unauthorized access (e.g.
authentication measures). What specific vulnerabilities exist and how do you resolve or
mitigate those threats?

5. Does Nuance share or sell information about kids 12 years old or younger to third-parties
or data brokers? If yes, what information is shared or sold and with whom? If yes, do
you notify parents that their child’s information may be sold or shared to third-parties? If
yes, how? If no, why not?

6. Does Nuance use the My Friend Cayla or i-Que Intelligent Robot toys to send
advertisements to children? Please list all the companies in which you distribute
advertisements through the My Friend Cayla or i-Que Intelligent Robot toys. Do you
notify parents that their children may receive advertisements through the toys? If yes,
how? If no, why not?

7. In general, how does Nuance comply with COPPA requirements?
8. How do you make your privacy policies easily accessible to parents and purchasers?

9. Is parental consent required before a child can use your products and services? If yes,
how do you verify consent? If no, why not?

10. Is the Nuance software used in the My Friend Cayla and i-Que Intelligent Robot intended
for children 12 years old and younger? Please explain.

Thank you for your attention to this important matter. Please provide a response no later than
January 3, 2017. If you have any questions, please have a member of your staff contact Joseph
Wender (Joseph_Wender(@markey.senate.gov) in Senator Markey’s office.

Sincerely,

Edward J. Markey
United States Senator



