suncountry airlines,

1300 Mendota Heights Rd

January 14, 2016 Mendota Heights, MN 55120
suncountry.com
The Honorable Edward J. Markey Reservations: 800-359-6786

United States Senate
255 Dirksen Senate Office Building
Washington, D.C. 20510

Senator Markey,

MN Airlines, LLC d/b/a Sun Country Airlines (“Sun Country Airlines”) has received your letter
mailed on December 2, 2015 regarding the threat of cyber-attacks against airlines. In addition to this
letter, Sun Country Airlines supports the collective response provided by the National Air Carrier
Association (“NACA”) dated January 11, 2016 regarding possible cyber-attacks against the organization’s
airlines and is providing this letter for record keeping purposes.

Sun Country Airlines is committed to providing assurance to their customers that appropriate
security measures are in place to protect the confidentiality, integrity, and availability of customers’
sensitive information, pursuant to the applicable state privacy regulations, federal statutes, and best
practices as defined by recognized standards bodies such as Payment Card Industry Data Security
Standard (“PClI DSS”), SANS Institute (“SANS”), National Institute of Standards and Technology (“NIST”),
and International Organization for Standardization (“I1SO”). Sun Country Airlines utilizes the latest
software, hardware, and collaborates with various agencies and industry colleagues in order to address
all threats effectively and appropriately.

Additionally, Sun Country Airlines must comply with all cyber-security measures required by the
Department of Defense to charter military flights. In order to fulfill these requirements, Sun Country
Airlines has developed and maintains a comprehensive information security program containing
administrative, technical and physical safeguards. The Department of Defense reviews our processes on
a yearly basis and changes the requirements based on developing technologies and perceived threats.
Sun Country Airlines understands the severity of potential cyber-attacks and will continue to take all
measures necessary to protect our passengers and information.

Please feel free contact me with any questions or concerns that you may have.

Sincerely,
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Thomas Ting {_
General Counse
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